Information Governance Policy
Introduction
We need to protect all the information held by Healthwatch Oldham and believe
that this is everyone’s responsibility. This policy applies to all staff, volunteers and
board members of Healthwatch Oldham
Purpose of this Policy
The aim of this document is to provide an overview of Healthwatch Oldham’s
(HWO) information governance and to ensure that information is accessed by
authorised users and shared between partner organisations in a legally compliant
manner and appropriate format. The sharing of information especially in respect of
personal and / or sensitive information relating to a partner organisation or
member of the public must only take place within the legislative, statutory and
common law context that affects the agencies party to any agreement.
Legislation, Guidance & Principles
This policy identifies the common principles and procedures to be adopted in the
adoption or development of information sharing protocols.
The key legislation and guidance currently relevant to the sharing and disclosure of
information includes:
•

Data Protection Act 1998 (DPA)

•

GDPR (introduced 25th May 2018)

•

The Caldicott Principles (Relevant to Healthwatch contracts)
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HWO will apply the Six Caldicott Principles as detailed in the Caldicott Report 1997
to its information governance. Caldicott is the name given to a set of six
principles, which resulted from a Government investigation, by Dame Fiona
Caldicott into confidentiality and security of personal information within the NHS.
These principles and new arrangements were first introduced into the Health
Service but have, with effect from 2002, been introduced by the Government for
Family Services records.
The updated Caldicott Principles are:
•

Justify the purpose

•

Do not use personal data unless it is absolutely necessary

•

Use the minimum necessary personal data

•

Access to personal data should be on a strict need to know basis

•

Everyone with access to personal data should be aware of their
responsibilities

•

Understand and comply with the law

•

The duty to share information can be as important as the duty to protect
patient confidentiality.

Protection of information
The protection of information is everyone’s responsibility. Information should only
be accessed by authorised users and employees within HWO will have differing
levels of access on varying subject information and specific to their job role. To
ensure data information is protected the following guidelines should be followed:
•

Maintain a clear desk policy

•

Sensitive data should not be left unattended

•

Information should be locked away at night

•

Access to computers should always be password protected

•

Passwords must never be shared

•

Unattended computers must be locked or signed out.
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•

Sensitive material should be encrypted or password protected before being
sent electronically

•

Information should be disposed of appropriately and all paper notes
containing client information should be shredded

•

Laptops must not be left unattended

•

Any lost or stolen equipment must be reported immediately

•

When taking or collecting data outside of the office consider the following
take particular note of potential risk including, theft, loss, insecure wifi
connections.

Purposes for which information may be shared
Where there is a need for sharing information HWO will work with partner
organisations to develop and adopt Information Sharing Protocols. This is likely to
be for the following purposes:
•

Gathering the views and experiences of service users and the public and
making these views known

•

Making reports and recommendations about the improvement of services

•

Promoting and supporting the involvement of people in the commissioning,
provision and scrutiny of local services

•

Recommending investigation and special review of services

•

Signposting and information to enable people to make informed choices

•

Making the views and experiences of people known to other bodies.

Principles guiding the sharing of information
HWO will apply the following key principles to the sharing of information between
any parties:
•

Information shared will be accurate, timely, secure and meet confidentiality
standards

•

Only information it is in accordance with their legal, statutory and common
law duties, and that it meets the requirements of any additional guidance
will be shared
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•

All parties to any agreement have in place policies and procedures to meet
the requirements for Data Protection, GDPR, security and confidentiality. The
existence of, and adherence to, such policies provides confidence that
information shared will be transferred, received, used, held and disposed of
appropriately

•

HWO volunteers will be fully informed about the type of information that is
recorded about them and how this will be processed

•

HWO acknowledge their ‘Duty of Confidentiality’ to individuals. In requesting
release and disclosure of information from other organisations, and / or
agencies, staff will respect this responsibility and not seek to override the
procedures, which the organisation has in place to ensure that information is
not disclosed illegally or inappropriately. This responsibility also extends to
third party disclosures

•

As a minimum, individuals will be informed at the point at which information
is collected, if information is to be shared, the circumstances in which this
could happen and who the information may be shared with. HWO will ensure
written or verbal consent of the individuals is sought and provided before
sharing information

•

An individual’s personal information will only be disclosed where the purpose
for which it has been agreed to share clearly requires that this is necessary in
accordance with Data Protection and GDPR principles and the ‘Need To Know’
principle. For all other purposes information should be anonymous

•

Where it is agreed to be necessary for information to be shared, only the
information needed will be shared and that would only be on a “need to
know” basis

•

HWO recognises that, subject to the appropriate safeguards, individuals have
a right to know and be fully informed about information that is recorded
about them

•

HWO will ensure that all relevant staff are aware of, and comply with, their
responsibilities in regard both to the confidentiality of information about
individuals who are in contact with HWO and to the commitment of HWO to
share information
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•

Disclosure of personal information, which cannot be justified on legal or
statutory grounds, whether intentionally or unintentionally, could be subject
to disciplinary action

•

Information which is already in the PUBLIC DOMAIN will be freely shared
between the parties.
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